Data breaches represent a permanent threat to all types of organizations. Although the types of breaches are different, the impacts are always the same. This paper focuses on analyzing over 9000 data breaches made public since 2005 that led to the loss of 11,5 billion individual records which have a significant financial and technical impact. Also, since the most devastating breaches are hacking breaches, we shed the light on type to unveil the most targeted organizations, and examine how the interest of hackers changes over time. On the other hand, the breaches caused by human factor are decreasing which can be explained by the awareness of employees and the application of security standards. This study would improve the state of knowledge about hacking breaches and help in securing organizations' data by prioritizing the most attacked sectors.
Introduction
Over the last decade, mass cyber attacks against large organizations have increased. There are different types of computer attacks. Among the most devastating are ransomwares, whose purpose is to encrypt the data stored on the system until the target organization pays a ransom. The last waves of ransomware being Cryptologer in 2014, Teslacrypt in 2016 and the most famous: Wanacry in 2017. Thus, at a time when data is more and more confidential, and their management more and more delicate, attacks aimed at stealing them are also more and more recurrent.
The direct impact on the organizations is mainly financial and is reflected in the means put in place to implement legal procedures or the implementation of services to protect the identity of victims. The indirect impact is represented by the establishment of a team responsible for contacting victims and investigating the system's breaches. Indirect costs also relate to the loss of capital and customers. As shown in IBM's 2018 Cost of a Data Breach Study [5] , the United States has the highest indirect cost per person: $152. Canada has the highest direct cost per person at $86.
For organizations, suffering a data breach or being targeted by a data breach is a major challenge. This is why to face this kind of threat it is necessary to have an eye on certain parameters such as the frequency of occurrence of attacks, the size of breaches, the trends of attacks (most targeted organisms) and the most harmful methods. In this paper, we focus on data breaches reported mainly in the United States but also in Asia and Europe. This analysis includes a total of about 9,000 breaches involving organizations in different sectors. Our objective is to provide a more detailed view of the most targeted sectors as well as the trends and occurrence of attacks. This type of exploratory analysis could be insightful for insurance companies to measure the damage caused by these breaches but also gives a foundation for future comparisons and serves as a basis for proactive measures within industry and organizations. Through this work we wish to guide security managers towards the prevention of targeted hacking breaches via presenting a study on the impact of this type of attacks. We provide a thorough analysis of the encountered breaches over time by highlighting the evolution trends, the financial impact and the most organizations at risk.
The rest of the paper is organized according to the following plan: Section 2 we give an overview of related work. Section 3 gives global analysis of the data breaches that occurred from 2005 to end 2018 where we motivate the choice of focusing on hacking breaches in this work. In section 4 we will analyze and discuss hacking breaches and we conclude the present paper in section 5.
Literature Review
Ayyagari in [1] analyzed the data breaches recorded between 2005 and 2011. The author conducted a content analysis and showed that hacking breaches had a decreasing trend. In contrast, our analysis reveals that hacking is the most prevalent type of breach. Shu et al. in [3] investigated the attack on the Target Corporation from a legal perspective, and presented several practices to avoid the disclosure of personal information. Smith [6] focused on data breaches on healthcare organizations in order to determine the association between data privacy breaches, data storage locations, business associates, covered entities, and number of individuals affected. They found that 70% of breaches involve healthcare providers and security incidents often consist of electronic or other digital information. McLeod and Dolezel in [4] studied the data breaches encountered in heathcare organizations, and found that the level of exposure, the level of security and the organizational factors within health facilities can lead to a data breach. Whereas Algarni and Malaiya in [7] assessed the data breach costs and examined how the calculators compute these costs and the factors that affect them. Kafali et. al. in [8] shed the light on data breaches from the policy side. They studied the relationship between policies and data breaches, and measured the gaps between them. Also, they found that accidental misuses are almost as prevalent as malicious misuses. Sen and Borle [9] addressed data breaches from several angles by applying several theories to measure and to identify factors that can increase the risk of a data breach occurrence. Interestingly, they found that investment in information technology (IT) security corresponds to a higher risk of data breach.
In our work, we study the evolution of data breaches from 2005 to end 2018, specifically the hacking breaches that targeted several sectors. We provide a thorough analysis of the frequency of occurrence, the most targeted sectors and the financial cost caused by these attacks.
Data Breaches Overview

Breach Methods
We base our study on the breaches records provided by Privacy Rights Clearinghouse (PRC). From January 2005 to December 2018 PRC has archived more than 9000 breach events with around 12 billion records. Each breach can be caused by an insider that intentionally breaches information (INSD), payment card fraud (CARD), physical loss (PHYS), lost or stolen portable device (PORT),being hacked by someone or infected by malware (HACK), stationary equipment loss (STAT), an unknown method (UNKN) or an unintended disclosure like sending an email to the wrong person (DISC). Fig. 1a shows breaches aggregated by breach type. It is clear that the dominant types of breaches are HACK, PHYS, DISC and PORT as they represent more than 80% of the total number of breaches. Also Fig. 1b shows from 2005 to 2005 to 2009 most data breaches were caused mainly by lost, discarded or stolen devices (laptop, PDA, smartphone, memory stick, CDs, hard drive, data tape, etc.). Also we can see that from 2009 to 2013 there has been a general increase in the number of breaches of all types of attacks combined. We can also see that during this same period the breaches caused by hacking and malware experienced a greater increase compared to other types of breaches. Since 2013, breaches due to hacking and malware have become the most numerous and those due to involuntary disclosure (not involving hacking, intentional violation or physical loss) have remained fairly stable. However, the breaches caused by physical loss or portable device loss have decreased considerably. This decrease can easily be attributed to the fact that the implementation of security standards that have become more rigorous within organizations and staff are more aware about security basics.
(a) Breaches type distribution (b) Breaches type evolution over time 
Breaches Volume and Cost
The Fig. 2 represents the top 10 events that caused the most data breaches in terms of record numbers. It can be seen that seven of the ten events selected are hacking breaches. Those breaches were the most devastating and target big companies such as Yahoo, Myspace and Marriott International. We can therefore see that, in addition to being in full evolution since 2013, hacking breaches are also the ones that have the biggest impact in terms of volume of stolen data, hence the importance of analyzing them in greater depth. Majority of breaches are financially motivated, however attacks do not necessarily target the richest or best-known organisms, but those that are not prepared to attacks like medical organisms or BSOs. According to the IBM report [2], the average cost per lost or stolen record is $148. Based on this we can say that over the top 10 breaches, hacking breaches have had significant economic repercussions. the loss resulting from Yahoo's hacking breach is estimated at $444 billion, for example, wich is more than twice the size of the largest disclosure breach ($202 billion). Table 1 shows the total number of hacking breaches that occurred by type of organisation. We can see that most of the attacks target health organizations: those that hold confidential and sensitive information such as medical records, social security numbers allowing identity theft... BSO category comes in second place, this category includes large multinational companies, like Yahoo and Equifax whose data is generally personal information of their customers such as telephone number, email, passwords, name and address. This kind of data is sold and is usually used for spamming or massive advertising campaigns. NGOs are the least attacked type of organisation and this can be explained by the fact that most of their data is public and available data. We notice that Government and Military represents only 5.68% of all the hacking breaches mainly due to their strong security infrastructure. 
Inter Arrival Time
The inter-arrival time as calculated using algorithm 1 allows us to build a clear vision on the frequency of data breaches attacks. Fig. 3 illustrates the increasing frequency of occurrence of attacks. Specifically, between 2011 and 2014, the frequency began to increase significantly paving the way to a bigger wave of attacks. Indeed, in the period of 2014 and 2019, the inter-arrival time got smaller because of the intense campaigns of attacks toward organizations with sensitive data. Moreover, table 2 shows detailed statistics of the different types. These statistics reveal that the type of organizations with the smallest inter arrival time, are MED and BSO. Their mean inter-arrival time are around 5 and 7.5 days respectively, which is a high frequency compared to other types of organizations. Fig. 4a and fig. 4b , shows the significant shift in the inter-arrival time of attacks targeting these two types of organizations. The reason behind these increases can be explained by: 1) medical organizations keep records of very valuable and confidential information that can be used for identity theft. 2) for the BSO organizations, as the online services began to be used widely for many applications, the interest of hackers got bigger to disclose the customers data and to sale them. 
Hacking breaches trends analysis
We can see a clear increase in the overall hacking breaches evolution by looking at the observed time series in the Fig. 5a . Also the time series of the trend confirms that hacking breaches attacks increased since late 2009 to reach there highest level in 2017. We also notice that there is a seasonality of hacking breaches appearance over the time of our study. 
Conclusion
We presented a descriptive analysis made on data breaches encountered in multiple organizations. We focused on studying hacking breaches evolution from 2005 to late 2018. One of our main findings is that hacking breaches are the most important in terms of leaked data and in terms of financial impact. We found that the most targeted type of organisation are medical organisations and BSOs since they possess the most sensitive personal data. Moreover, we observed that in the recent years the frequency hacking breaches on the two sectors has intensified, with an inter-arrival time of 4 and 7.5 days respectively. These findings implies taking serious actions to secure personal data especially for MED and BSO organizations.
